
User Security Guide



Go to the Admin Portal and login using 
your username and password



Managing Roles



Role Assignment List Form
This is where you can create, update or delete roles. 

Defining roles will make it easier to apply security 
access to individual users.

Once you have configured a role, you can just apply 
that role to a new user, and that role’s security 

settings will be applied to the user.



Click on the pencil icon to edit a 
particular role.

Click on the trashcan icon to delete a 
particular role.

Click on the + icon to add a new role.



Role Assignment Form
This is where you can configure the access for this role



Click on the trashcan icon to delete the 
role’s access for a particular form

Click on the + icon to configure the 
role’s access for a new form that is not 

yet on the list.

Click on the pencil icon to edit the 
role’s access for a particular form



Select the Module and Form that you 
want to configure.

You can then select the type of access 
you want to give to the role for the 

selected Module and Form.

Once you are done, click the Update 
button.



You should also create a role for Employees. 
Tick this option to automatically apply this 
role to all employees that register through 

the Employee Portal.



Managing Users



User Security Access List Form
This is where you can create, 
update or delete user profiles 

from the system.



Click on the pencil icon to edit a 
particular record.

Click on the trashcan icon to delete a 
particular record.

Click on the + icon to add a new user.



User Type: select if the user is an 
Employee or Non-Employee

Name: select the Employee if the User 
Type you selected is Employee.

Username: enter a name for the user.

Role: select the role that you want to apply to the user. 
This will automatically set the user’s security access 
based on the selected role.

Password: enter the initial password for this user.

Confirm Password: re-enter the password.

HR Access: Put a checkmark here to give the user 
access to the HR Portal. This is normally for Team 
Leads, Supervisors and Managers.

Admin Access: Put a checkmark here to give the user 
access to the Admin Portal. This should only be given to 
the System Administrator.

Employee Portal Access: Put a checkmark here to give
the user access to the Employee Portal.

This is where you can setup a new user.



The HR Security Access tab is where 
you can configure the user’s access for 

the HR Portal.

Click on the trashcan icon to delete the 
user’s access for a particular form

Click on the + icon to configure the 
user’s access for a new form that is not 

yet on the list.

Click on the pencil icon to edit the 
user’s access for a particular form



Select the Module and Form that you 
want to configure.

You can then select the type of access 
you want to give to the user for the 

selected Module and Form.

Once you are done, click the Update 
button.



The Employee Security Access tab is 
where you can configure the user’s 

access for the Employee Portal.



The Scope tab is where you can limit 
the user’s access to a particular 

Organizational Unit, whether it might 
be a specific Dpeartment, Office, 

Division, Cost Center, Job Level, etc.

Click on the pencil icon to edit the 
user’s access for a particular 

organization unit.



For the selected organization unit type, 
choose which particular members of that 

unit type will the user have access to.



The Exception tab is where you can prevent 
the user from accessing a particular section of 

a Form that the user might otherwise have 
access to.

For example, the user might have access to the 
Employee Profile Form, but will not have 

access to the Compensation and Benefits tab.

Click on the + icon to add a new 
security exception.



On the Exception Form, select the 
following:

Form – choose the form you want to 
configure

Section – select the Section of the Form 
that you don’t want the user to have 
access to (if applicable)

Tab – select the Tab of the Form that 
you don’t want the user to have access 
to (if applicable)

Field – select the Field of the Form that 
you don’t want the user to have access 
to (if applicable)

Click the Add button to add your 
configuration.



You will then see the exception that you added on the list. Make 
sure to save your changes before closing the form.

In this example, the user will have access to the Employee Profile 
Form, but will not be able to access the Salary Information tab 

which is inside the form.



If you want to reset the security access and reapply the access 
based on the selected Role above, click the Reapply Role Access

button.



This system will ask you to confirm 
that you want to reapply the security 

access of the user based on the 
assigned role.



Managing Non-Employee Users



Non-Employee User List
This is where you can manage users that are not 
employees of the company (example – external 

auditors, owner of the company, etc.)



Click on the trashcan icon to delete a 
non-employee user

Click on the + icon to add a new non-
employee user

Click on the pencil icon to edit a 
particular non-employee user



On the Non-Employee User Form, enter the 
following:

Last Name – enter the user’s last name

First Name – enter the user’s first name

Middle Name – enter the user’s middle name

Company – enter the user’s company

Designation – enter the designation of the user

System Role – select the role of the user

Phone – enter the user’s phone number

Mobile No – enter the user’s mobile number

Email – enter the user’s email address

Alternate Email – enter an alternate email address 
for the user



Approving User Registration



User Registration List
This is where you can see employees who have 

registered through the Employee Portal.

This is also where you can approve or disapprove their 
registration.

Only approved users will be able to login to the 
Employee Portal.



Click on the thumbs up 
icon to approve a user.

Click on the thumbs down 
icon to disapprove a user.



User Security Reports



User Security Reports
This is where you can access the reports related to user 

security.



The available User Security Reports are as follows:

Access per User – this report will show you the access that each user has.

Access per Form – this report will show you which users have access to a particular form.

Security Access Updates – this report will show what security access updates were applied for a 
particular period.



This report will show which users 
have access to each form.


